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Agenda • What exactly is an “Agent”
• Introducing Mr. Packets
• Agentic AI Building Blocks
• Lessons Learned



What exactly is an “Agent”?
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The Building Blocks of an Agent (today)

Prompt

Defines the persona, role, and tasks that the agent will be 
performing

Model

The base foundational knowledge and capabilities the 
agent will have

Client

How the human user will interact with the agent. Provides 
capabilities for knowledge injection and tuning.

Tools

The hands, eyes, ears, and voice for the agent to interact 
with systems and services external to the base model

Prompt Model

Client Tools
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Evolution of AI Agents

Image ideas/options for this slide

1. Curiosity Chat Phase

Description:
A single person at a desk, looking at a computer screen with a large speech bubble above it filled with 
question marks and light bulbs, suggesting open-ended curiosity and exploration.

2. Prompt Engineering Era

Description:
A person thoughtfully typing on a laptop, with a speech bubble showing a checklist or a template, and an AI 
chatbot icon wearing different “hats” (e.g., a hard hat, a headset), representing role assignment and tailored 
prompts.

3. Tool-Enhanced Agents

Description:
A robot (or AI icon) at a command center, with thin lines connecting to various simple icons representing 
tools: a server, a database, a magnifying glass (for analysis), and a document, highlighting connectivity to 
external data and systems.

A person at a keyboard interacting with an AI agent. The AI agent has lines connecting to different systems 
representing network operations tools. A router, a firewall, a server, etc.

4. Proactive Teammates

Description:
A team of people working together at a network operations table, with a friendly robot (AI agent) at the 
table, pointing at a digital dashboard displaying alerts or insights. The robot and people are collaborating as 
equals.

Curiosity Chat Phase

(Everyone asks everything—AI as a general-
purpose chatbot)

AI Generated

Prompt Engineering Era

(Custom roles, tailored prompts—AI as a 
specialized assistant)

AI Generated

Tool-Enhanced Agents

(Plug-ins, external data—AI as a connected 
problem-solver)

AI Generated

Proactive Teammates

(Autonomous, collaborative—AI as an active 
member of the ops team)

AI Generated
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Let’s talk about AI Tools

• Discrete, callable function for a specific task

• Clear input/output interface for the AI agent

• Bridges AI “thinking” and real-world “doing”

• Interacts with external systems, data, or devices

• Purpose-driven and reusable as needed

• Abstracts complexity—AI uses the tool, not how it 
works

• Empowers agents to take practical action in 
operations

AI Tool 1

AI Tool 2

AI Tool 3

AI Tool 4

Analyze 
Bandwidth

Tweak 
Settings

Apply 
Change

Generate
Report

Network 
Engineer



Introducing Mr. Packets, an idea for 
an Agentic NetOps AI
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Mr Packets, An Agentic AI 
Team Member

• Knows networking fundamentals and 
your environment

• Uses the same tools engineers use

• Accesses devices via CLI/GUI/APIs

• Connects to your Source of Truth

• Reads monitoring and observability data

• Updates help desk tickets and 
documentation

• Uses internal knowledge bases and 
runbooks

• Communicates via email or chat

Image ideas/options for this slide
Add indications of Mr Packets accessing the different systems and tools described in the slide and talk 
track 
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Creating Mr. Packets

System Prompt

• Create the persona and 

define the role 

• Possibly multiple “specialized” 
prompts for different tasks

You are Mr. Packets, 

a junior network 

operations team 

member…

Tool

• MCP Servers for network 

platforms

• Eyes, ears, hands, and voice 
for agents

• Information gathering tools 

• Communication options

Model

• Defines the base knowledge 

of the agent

• Augmented by added context 
in prompts, RAG options, and 
possibly tools to lookup data

• Could use different models for 
different types of work 
(planning, debugging, 

conversing, etc)

• Cloud/public vs local/private

Client

• How you interface with the 

agent

• How the agent accesses tools 

• Human in the loop options 
and interface 

• Store and log history of 
actions

• Tune settings



Demo
Mr Packets Joins the Team



Agentic AI Building Blocks



MCP Introduction

Punch up this transition slide… 
Options: a slowly increasing animation of 

”MCP” popping up all over the slide area to 
cover the entire screen 

Or headline screenshots about MCP 
announcements. Including blogs from myself
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How Model Context Protocol 
(MCP) Works

JSON-RPC

STDIO

Large 
Language 
Model

MCP Server MCP Client MCP ServerJSON-RPC

Streamable 

HTTP

Tool Discovery

Tool Call
Tool Results

Tools

Remote

Local

Chat Client

> 

Network and Infrastructure



Large Language Models and Client 
Applications
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Plan, 

Execute, 
Evaluate, 
Repeat

Agentic AI Application Architecture and Interaction Flow

Model

Infrastructure

GPUs, RAM, CPUs, Network

API Integrations

System Prompt, 
Prompt, & Context

Safety Layers & 
Input Processing

Final Response

Context Window

Need to add “Tools” to this 
architecture in the right place

Likely also simplify this some to 
focus on an “Agentic AI Application” 

MCP Enabled 

Client

JSON-RPC

Prompt + Tools

Run Tool with these inputs

Tool Execution 
& Results

Network and Infrastructure

Interact with 

External Systems

MCP Server

Return Tool Results

Run Tool with these inputs

Return Tool Results

Approvals 
or Elicitations
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Not All LLMs Are 
Agents

Two Critical Capabilities:

• Tool Use: Knows when and how to 
call external functions

• Reasoning: Plans, evaluates, and 
adapts step-by-step

How They're Built In:

• Fine-tuning on tool-calling examples 
with strict schemas

• Training on code, math, and 
scientific reasoning

• Reinforcement learning for reliability 
and logic
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Model Suggestions from Hank*+

* Hank has not evaluated EVERY (or even a most) LLMs. Hank encourages your own testing and evaluation. 
+ Always check with your IT or InfoSec teams for details on what models are approved for use by your organization

Granite

Cloud / API Options Local / Private Options
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Client Options
Web Clients for 

Model Providers
Local Clients for Model 

Providers
“Open” Clients 

and Models
Coding Tools

• Easy, little setup

• Latest (provider) models

• No local MCP servers

• Often security and 
subscription restrictions

• Local MCP Servers

• ”Private” remote MCP servers

• Multiple models in single 

interface 

• Often less vendor restrictions 

• Potentially open-source

• Purpose built for coding and 

development

• Possible to use as general 
purpose client

• Great for developing and 

testing MCP servers 

Google Gemini Web App Claude for Mac LM Studio for Mac GitHub Copilot in VS Code
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Mr Packets Demo Architecture

MCP Enabled 

ClientMCP Servers

NetBox
SoT

Zabbix
Alerts

Splunk
Logs

pyATS
CLI

Help Desk
Tickets

Secrets
Creds

5ire

Interact with 

External Systems

Plan, 

Execute, 
Evaluate, 
Repeat

Run Tool with these inputs

Return Tool Results

Run Tool with these inputs

Return Tool Results

Approvals 
or Elicitations

JSON-RPC

Tool Execution 
& Results

Prompt + Tools

Final Response

CML
Simulation

ChatGPT & Gemini
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Required AI Security and 
Privacy Comments…

1 of 7



Lessons Learned from 
Building Mr. Packets

Image Prompt: 

I'd like a picture that represents the concept of "smoke and mirrors" around 
hidden complexity and brittleness of a demonstration. 
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Lessons Learned from 
Building Mr. Packets

AI Generated

Image Prompt: 

I'd like a picture that represents the concept of "smoke and mirrors" around 
hidden complexity and brittleness of a demonstration. 
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Lessons Learned from 
Building Mr. Packets

• AI isn’t easy/simple or a magic fix for complexity

• MCP and Agentic AI are new, exciting, and a little brittle

• AI costs are a real thing. Agentic AI workflows WILL eat a lot 
of tokens

• Simple and narrow use cases work best today 

• General LLMs don’t understand domain complexity but will 
try very hard and lack “common sense”

• Acceptable results require significant, explicit instructions 
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Links to MCP Servers and Tools 
from Demo

• CML MCP 

• https://github.com/xorrkaz/cml-mcp 

• NetBox MCP 

• https://github.com/netboxlabs/netbox-mcp-server 

• Zabbix 

• https://github.com/mpeirone/zabbix-mcp-server  

• Splunk 

• https://splunkbase.splunk.com/app/7931

• https://github.com/hpreston/splunk-mcp 
(Hank’s fork of livehybrid/splunk-mcp )

• pyATS 

• https://github.com/hpreston/netai-learning/tree/main/mcp-pyats 

• Vault 

• https://developer.hashicorp.com/vault/docs/mcp-server/overview 

A “curated list” of servers. Be sure to test and validate in safe environment 
before using in production, listing here doesn’t imply any kind of 
endorsement or support ☺ 
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We don’t expect one human engineer to do it all…

AI Generated

AI Prompt: 

A network engineer surrounded by energy drinks working as fast as they can and multitasking

Note: This image does violate typical AI generated policies for Cisco (multiple arms, branded drink cans).  

This image specifically was reviewed with Lisa Fedele (Director Brand Marketing) and she approved it and 
the AI prompt used to create it for a previous Cisco Live.  
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Multi-Agent Systems

Individual Agent Inputs

Collaborative Outputs

Coordinated Actions
and Responses

Unified Reporting 
and Dashboards

Process Improvement
Solutions

AI Prompts: 

A cartoonish, digitally illustrated AI Agent focused on network troubleshooting and diagnostics, rendered with bold, simple s hapes 
and a clean style. The agent is composed of a head shaped like a network server rack, colored in a vibrant cyan/light blue hu e, with 

a flat, two-dimensional appearance. Small black accents represent eyes and a mouth. The server rack head is stylized with simple  
horizontal white bands to suggest network ports and lights. The body is a simple white cylindrical shape, connecting to the head 
with a thick, smooth cyan line. The background is a solid, clean white. The overall vibe is cheerful, simple, and graphic, la cking 

gradients or textures. The AI Agent is posed centrally, with its white arms slightly extended, holding a stylized black magni fying glass 
over a simple network diagram drawn in cyan and white.

A cartoonish, digitally illustrated AI Agent focused on compliance, security audits, and baseline verifications, rendered in bold, 
simple shapes and a clean style. The primary color palette consists of a bright, vibrant cyan/light blue hue, contrasting sharply with 
pure white and small accents of black, with a flat, two-dimensional rendering lacking gradients or textures. The AI Agent is depicted 

as a stylized, anthropomorphic robot with a cylindrical white body, thick cyan line art, and simple black eyes. Its head is a  large, 
square white monitor displaying a simplified, bright cyan checkmark icon, representing verification and compliance. One robotic 
arm is pointing toward an unseen area, while the other holds a stylized, cyan and white clipboard labeled "AUDIT." The background 

is a solid white color, giving the character a playful, cheerful, and approachable aesthetic. The character's posture is conf ident and 
professional, conveying a focus on security and thorough checks.

A cartoonish, digitally illustrated style with bold, simple shapes, a clean aesthetic, and a primary color palette of bright,  vibrant 
cyan/light blue, pure white, and black accents. A stylized AI Agent, depicted with a smooth, cyan-blue head and body and black 
facial features, stands confidently against a solid white background. The AI Agent is actively transforming a chaotic swirl o f black, 

tangled lines and abstract shapes on its left into a stack of organized, white, rectangular 'documentation' blocks on its right, each 
block having a simple black border. The transformation emphasizes the agent's focus on network documentation and turning chaos 
into structured updates. The scene uses flat, two-dimensional rendering, lacking gradients or textures, with thick, consistent b lack 

line art for a cheerful, simple, and graphic aesthetic.

A cartoonish, digitally illustrated AI Agent with bold, simple shapes, rendered in a flat, two -dimensional style with thick, consistent 

line art. The agent is visualized as a vibrant cyan/light blue robot figure with a simplified screen face displaying a white network 
diagram icon. It stands in a pure white void, emphasizing the subject. The agent holds a stylized, pure white clipboard and a  thick 
black stylus, depicting the task of playbook creation. Behind the agent, floating bold, cyan text bubbles display simplified validation 

checkmarks and 'OK' messages in black text, representing the network automation and validation focus. The overall aesthetic i s 
minimalist, graphic, cheerful, and approachable, utilizing a palette of bright cyan, white, and black accents, lacking any gradients or 
textures.

A cheerful, simple, and graphic, cartoonish, digitally illustrated style image with bold, simple shapes and flat, two-dimensional 
rendering, lacking gradients or textures. The primary color palette is bright, vibrant cyan/light blue, pure white, and black  accents. 

The scene features a stylized AI Agent character, depicted as a large, rounded robot, primarily in cyan/light blue and white with 
black accents for optical sensors, wearing a simplistic, light blue and white lab coat. The AI Agent is sitting at a large, s imple desk, 
which is white with thick cyan outlines, concentrating on multiple holographic displays floating in front of it. These displa ys are 

rendered in bright cyan and white, showing simplified graphs, charts, and digital readouts representing network capacity trends 
and forecasts. The robot’s smooth, cartoonish hands are extended over a digital interface on the desk, also rendered in cyan and 
white, simulating the creation of forecasts. The background is a clean, solid white, emphasizing the minimalist aesthetic.

A cartoonish, digitally illustrated scene with bold, simple shapes, flat two-dimensional rendering, and thick line art, utilizing a 
vibrant cyan/light blue, pure white, and black color palette. The central subject is an AI Agent, depicted as a stylized, slightly cube-

shaped robot with smooth, white plating and cyan light accents, standing over a floating, glowing cyan network diagram. The robot 
has simple black eyes and is using its claw-like hand to point to a specific section of the diagram, which shows interconnected 
nodes and data flow lines. The background is a clean, solid white. The robot appears focused on 'network change review,' with a 

thought bubble above its head containing a black checkmark and an exclamation point, indicating it is 'sanity checking upcoming 
maintenance work.' The aesthetic is cheerful, simple, and graphic.

Shared Knowledge, Resources 

and Goals

Troubleshooting Agent Change Review Agent Compliance Agent

Documentation Agent Automation Agent Capacity Planning Agent

AI Generated AI Generated AI Generated

AI Generated
AI Generated AI Generated



Closing / Questions?
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Hank Preston

BRKOPS-1738

Stay in touch: 
Webex/Email: hapresto@cisco.com  
Blogs: https://blogs.cisco.com/author/hankpreston 

NOT AI Generated

mailto:hapresto@cisco.com
https://blogs.cisco.com/author/hankpreston


Thank you!
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